Abstract: In this paper, a method to enhance the security of the optical stealth channel is proposed. The proposed method uses the techniques of polarization modulator based code-shift-keying (CSK) data modulation and optical code-division multiple-access (OCDMA) en/decoding, where an incoherent light source is needed. Our analysis and experimental results show that the CSK-OCDMA signal, where a wavelength selective switch is used for optical en/decoding, has been stealthily transmitted over a 40-km wavelength-division multiplexing optical fiber link. In addition, the stealth channel only causes a power penalty less than 0.48 dB to the public channel, whereas both of these two channels can achieve error-free transmission (with bit error rate less than 10 À9 ).
Introduction
The enhancement of information security in the physical layer of modern optical networks is becoming an important issue that is drawing much attention in the research of optical networking. Many approaches have been studied, such as quantum secure communication [1] , [2] , optical chaotic encryption [3] , [4] , and optical code division multiple access (OCDMA) [5] - [8] . Both optical chaotic encryption and OCDMA can encode the transmitted data as noise-like signals, and the two technologies can be used to hide the secure signal under the background noise of public network. Dissimilar to the optical steganography based on optical chaotic encryption, OCDMA based optical stealth system does not require the synchronization between transmitter and receiver. In OCDMA based optical steganography, optical pulses are encoded into noise-like signals with a very low average power (even below the system noise floor) by coherent OCDMA encoders. Thus, the stealth transmission of information is achieved by inserting this OCDMA channel into an existing public channel. Based on this principle, some coherent OCDMA based optical steganography experimental systems have been demonstrated [9] - [13] . However, the optical spectrum of the stealth signal is narrow compared with the system noise. Recently, the method of optical steganography using the amplified spontaneous emission (ASE) noise as the carrier for stealth channel has been proposed [14] , [15] . The ASE noise have the same characteristic as the system noise, therefore, the stealth signal carried by ASE noise can hide under a public channel well both in frequency and time domain [15] .
In this paper, we demonstrate the code-shift keying (CSK) modulation based on polarization of incoherent light source. Then, a proof-of-concept experiment is carried out to demonstrate the security enhancement of the stealth channel based on OCDMA signal by combing the CSK modulation and optical en/decoding with the incoherent light, which is generated by an ASE source. In the stealth channel, we use wavelength selective switch (WSS) as the OCDMA en/decoder, which provides a reconfiguration solution. This paper is organized in the following matter. In the second section, the principle and experiment setup of the proposed system is introduced. In the third section, the experimental results and discussions are provided. Then, the conclusions are drawn in the final section. 
Principle
where E 0 is the amplitude of ASE signal optical field, ! is the angular frequency of ASE signal, V ðt Þ is the microwave drive signal, and V is the half-wave voltage of the PolM. By adjusting the polarization controller, the polarization beam splitter (PBS) has polarization angles of =4 and 3=4 to the two principal axes of the PolM respectively. The two outputs of the PBS can be expressed as
where V ðt Þ is a the non-return to zero square wave whose amplitude is V =2. Therefore, the 0 bits and 1 bits go to the two different outputs of the PBS, and they are encoded by two WSS, respectively. Then, the two outputs are combined by an optical coupler to generate stealth CSK-OCDMA signal. A polarization controller is used to equalize the polarization of signal in the two paths. The schematic diagram of the stealth transmission system is shown in Fig. 2 . At the transmitter side, a continue-wave (CW) laser module is used to generate the public signal at 2.5 Gb/s with 2 15 -1 pseudo-random binary sequence (PRBS). The center wavelength of the CW laser module is set as 1551.82 nm, and the 20-dB bandwidth is 0.3 nm. A PolM and a PBS are used to modulate the light beam from ASE light source at 2.5 Gb/s with 2 7 -1 PRBS to generate the CSK signal. The center wavelength of the ASE light source is 1546.4 nm and 20-dB bandwidth is 45.3 nm. Following the two ports of PBS, two WSS are used for optical encoding. The WSS with channel space complying the 50 GHz ITU-T grid is used, which can reconfigure the codes in less than 500 ms. The equalization of power and the synchronization between the two ports are required in order to keep the characteristic of stealth CSK-OCDMA signal unchanged compared with the signal from the ASE light source in time and spectral domain. Thus, an optical tunable delay line (OTDL) and a variable optical attenuation (VOA) are used. A 50 : 50 coupler is used to combine the signal from two parts. In addition, a polarization controller (PC) is added following the VOA to control the polarization of one part and keep its polarization parallel with the other part at the output of the coupler. To simulate the noise in optical networks, an additional ASE light source is added. The stealth CSK-OCDMA signal is injected into the public channel via another 50 : 50 optical coupler. Then, the combined signals are sent though a 40 km single mode fiber (SMF) span.
At the receiver side, to detect the combined signals, a dispersion compensation fiber (DCF) with dispersion of þ676 ps/nm is used to compensate the fiber transmission dispersion. And then a 50 : 50 coupler splits the signals into two paths to detect the public signal and the stealth CSK-OCDMA signal respectively. For public channel, the energy detector followed by a clock and data recovery (CDR) module is used. For stealth channel, a WSS (WSS#3) is used to decode the stealth CSK-OCDMA signal and eliminate the public signal. The WSS#3 used in the receiver side has a matching code pattern with the WSS#1 in the transmitter; meanwhile, it can cut off the wavelength carrying the public channel functioning as a notch filter. In addition, an Erbium doped fiber amplifier (EDFA) followed by energy detector and CDR is used and the output power of the EDFA is À0.1 dBm. To test the transmission performance of each channel, bit error rate (BER) tester is used. The clock and data signals can be recovered by the CDR for each channel, without clock signals transmission.
The measured waveform of the CSK-OCDMA signal is shown in Fig. 3 , where Fig. 3(a) and (b) show the signals from the two outputs of the PBS respectively. Fig. 3(c) is the original signal from the ASE light source, Fig. 3(d) is the combined signal and they are indistinguishable from each other. After splitting and combing, the stealth signal keeps its time domain characteristic. Here, the modified Gold-code is used as the codes. An additional 0 bit is inserted at the end of the code sequence to equalize the number of the 0 bits and 1 bits. For instance, a code sequence with length of 15 is "1 1 1 1 0 1 0 1 1 0 0 1 0 0 0," while the modified sequence is "1 1 1 1 0 1 0 1 1 0 0 1 0 0 0 0." The modified code sequence can be easily generated by two m-sequences under the control of a synchronizing clock. The modified Gold-code has the same code space to the Gold-code. For instance, the code space of modified Gold-code with length of 64 is 64. In the experiment, due to the lack of enough WSS, two fixed band pass filters are used to replace the WSS at the transmitter side for optical encoding. For one filter, its center wavelength is 1550.35 nm and its 20-dB bandwidth is 21.2 nm. For another, its center wavelength is 1569.35 nm and its 20-dB bandwidth is 20.6 nm. If the WSS is available, it can reconfigure the codes in less than 500 ms.
Results and Discussion

Security Performance
In the experiment, the stealth CSK-OCDMA signal can be concealed well under the public channel both in the time domain and the spectral domain. When the average power ratio ðÁPÞ of the public channel and stealth channel is 12.0 dB, the eye diagram of the detected signal from the public channel without and with the stealth CSK-OCDMA signal is shown in Fig. 4(a) and (b) respectively. As can be seen, the two eye diagrams are indistinguishable. Thus, the stealth CSK-OCDMA signal has been temporally concealed in public channel. The spectra of the public channel with noise or stealth CSK-OCDMA signal is shown in Fig. 4(c) . As can be seen, the resemblance of two spectra indicates that the stealth CSK-OCDMA signal has also been concealed in public channel in the spectral domain. The power ratio of the peak of the public channel and that of the stealth signal is about 33.5 dB.
The stealth CSK-OCDMA signal has an identical temporal and spectral feature to the noise. Compared with the coherent OCDMA based optical steganography, the proposed CSK-OCDMA can be hidden under the public channel better. Therefore, the security of optical steganography has been enhanced.
For the case that the eavesdropper suppose there is a stealth channel under public channel. And the eavesdropper uses the same WSS to filter out the public signal and attack the stealth signal. When the number of filtered wavelength channels is x (x is no more than 96), the probability that y (y is no more than 48 and x ) channels of them are 1 bits can be defined as
Let s be the average optical power of the eavesdropped stealth signal in a single wavelength channel, n p the optical power of residual public signal, and n n the optical power of the AASE noise. The stealth channel optical signal-to-noise ratio at the eavesdropper's receiver is defined as
Without the AASE noise, the measured minimum BER versus the OSNR is shown in Fig. 5 when x is 20. The BER is more than 10 À4 while the OSNR is less than 5 dB. The probability versus OSNR is also shown in Fig. 5 . The probability of the BER being more than 10 À4 is 0.0026. The intercept probability is low. With the impact by noise in the public channel, the intercept probability will decrease.
Transmission Performance
For stealth channel, with the correct decoding at the receiver side and effective elimination of the public signal, the stealth signal can be recovered. The waveform and eye diagram of recovered stealth signal is shown in Fig. 6 .
The measured results of BER for stealth channel are shown in Fig. 7(a) . The scattered points are the measured results and the lines are linear regression results. Error-free transmission has been achieved for stealth channel when the ÁP of public channel and stealth channel is not less than 14.0 dB. Meanwhile, forward error correction (FEC) technology can be used to reduce the BER of 7:5 Â 10 À4 to be error-free [16] . As the ÁP increases, the BER of stealth channel increases as well. When the bandwidth of the notching is 1.2 nm and the central wavelength is 1551.72 nm, the public channel results in power penalty of 0.48 dB and 0.87 dB at ÁP of 12.0 dB and 14.0 dB respectively. As bandwidth of the notching decreases, the BER of the stealth channel increases on the contrary. When the bandwidth of the notching is 0.4 nm and central wavelength is 1551.72 nm, the notching missed to remove the entire public signal and the BER increases to about 10 À3 . It is because the public signal has a 0.1 nm central wavelength larger than this notching and the short wavelength component can be eliminated effectively while the long wavelength component combines with the stealth channel. A WSS with 12.5 GHz ITU-T grid can be used to eliminate the public signal accurately.
Furthermore, if the proposed scheme is working in a multiple wavelength public channel, such as in the existing 100 GHz ITU-T grid wavelength division multiplexing (WDM) network, this scheme can also be available. The WSS#3 shuts down the channels matched with the multiple wavelength public signals at the receiver side and the residual channels can be used to decode and retrieve the stealth signal. And the FEC technology could be introduced to enhance the transmission performance of stealth channel. Fig. 7(b) shows the measured results of the public channel. When ÁP of public channel and stealth channel is 17.9 dB, the stealth channel causes zero power penalty to the public channel. As the ÁP goes down, the power penalties go up oppositely. The stealth signal introduces 0.48 dB power penalty to public channel for ÁP ¼ 12:0 dB, while the noise results in 0.75 dB power penalty for that ÁP.
For the concern of privacy, the stealth channel should influence the public channel as little as possible, and the average power of the stealth signal should be low. However, in terms of the availability for stealth channel, the low-power stealth signal degrades the transmission performance of stealth channel. A compromise should be reached between the public channel and the stealth channel. 
Conclusion
We propose and demonstrate polarization based code-shift keying modulation for incoherent light and utilize it with optical en/decoding in optical steganography to improve the security of the stealth signal in the optical stealth transmission system. The stealth signal is effectively hidden under the WDM channel during 40 km SMF transmission in both the spectral and the time domain and received with error-free performance at the receiver side. The stealth channel results in little interference to public channel. The proposed technique provides a potential application to the secure optical communication over the existing WDM network.
